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Abstract
Internet of Things is seen as one of the most exciting initiatives towards the evolution of
the current Internet, contributed by research communities and industries of networking,
ubiquitous/pervasive computing, distributed/parallel computing, semantic Web, service
oriented computing, data mining and management, telecommunication, social science and
many others. The scope of its research and development has been continuously extended over
the years due to its interdisciplinary nature. Once, we believed that object identification and
addressing using the Radio-Frequency Identification tags (a “Things” oriented perspective)
should be the pre-requisite for the Internet of Things. Later, we witnessed the research with
the “Internet” oriented perspective which focuses on communication and internetworking
among Things. After, the “Semantics” and “Service” oriented perspectives emerged and aim
to provide an interoperable and scalable infrastructure for the cyber-physical-social
applications and, more generally, business applications on the future Internet. The most
recent trend is, however, the “Data” oriented perspective, and this deals with data collection,
distribution, storage, processing, and finally both query and analytics. The strategic shift of
the focus, to a considerable extent, is a result of the recognition of the importance of deriving
useful knowledge and creating real values from the tremendous amount of data collected
from our surrounding environments and the physical world. To this end, it is also in line with
one of the most eye-catching research topics-“big data analytics”, which aims to derive
values from data with large volume, high velocity and different variety. While a number of
surveys on the Internet of Things research are available, none of them appears to have
investigated the state-of-the-art from a “data-oriented” perspective. Due to its particular
importance, this paper provides a review of the current techniques and methods for data
processing and management on the Internet of Things at different levels and point out some of
the future research issues. The main objective of the paper is to enable readers to gain a
better understanding of this challenging and sophisticated problem, and to further explore
and contribute to the related research.
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1. Introduction
The Internet of Things (IoT) in the broad sense refers to a system of uniquely identifiable objects
and their virtual representations in an Internet-like structure—that is, a distributed network of smart
objects that can be used standalone, or integrated into complex distributed applications. The term was
first coined by Kevin Ashton in 1999 [1] and since then the concept has grown rapidly in popularity
and given rise to a number of research initiatives. IoT was first implemented in applications for market
analysis and in those early days radio-frequency identification (RFID) was seen as the foundational
enabling technology. In the past, the idea was mainly to see how machines (or devices) could be
connected and enabled to communicate with each other. Today, the term IoT has a slightly different
and broader connotation, and denotes advanced connectivity of devices, systems, and services that goes
beyond simple machine-to-machine interoperability. To achieve its current purpose, IoT will need to
cover a variety of communication protocols, domains, and applications [2].
In essence, the grand idea of IoT is that if all things (including people) could be equipped with
identifies, which are passive or actively emitting signals for other devices to receive, they could be
tracked and inventoried automatically by computers [1, 3, 4]. By attaching these identifiers and signal
emitters, life as we know it could be transformed in significant ways [3, 5, 6]. One simple example is
with business inventories, which will never be out of stock or generate any waste because all parties
involved (e.g., suppliers, buyers, and the businesses) will know what is available and in stock, what
items are needed, what products are sold and their expiry dates, and so on [6].
In an age witnessing an ever-growing number of items that have an impact on our lives, the
potential use of having a well-established IoT is immense. According to market research groups, the
devices with the power to be connected to an IoT-like network could be more than 26 billion by 2020
[7, 8]. The bulk of these objects will be composed of mobile devices (e.g., phones or tablets), which in
2014 stand at more than 7.7 billion. Currently, these devices still rely on Wi-Fi or Bluetooth
transmission mechanisms, which are power intensive. In the future, other low-power mechanisms will
be devised, and this will lead to a further explosion of devices with IoT connection capabilities.

Figure 1. The technology ‘roadmap’ of the Internet of Things
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IoT started with support from existing research communities and industries in networking,
ubiquitous/pervasive computing, distributed/parallel computing, semantic Web, service oriented
computing, data mining and management, telecommunication, and domains in the social sciences. IoT
can be applied to activities beyond those in these areas but to enterprises of increasing societal
importance such as waste management, urban planning, environmental sensing, social interaction
gadgets, sustainable urban environment, continuous care, emergency response, intelligent shopping,
smart product management, smart meters, home automation and smart events. The development and
change of the focus of IoT is shown in Figure 1 (source: SRI consulting business intelligence). In its
early days, IoT was primarily conceived as a system to facilitate inventory and prevention of loss due
to theft or misplacement. The main technology is RFID tags. The main beneficiaries are supply-chain
helpers. The next evolutionary phase of IoT includes surveillance, security, healthcare, transport, food
safety, and document management, which reflect the demands and needs of society at the time. After,
the emphasis is on devices to locate people and every object, as we move on to allow more social
connectivity and interaction. The future of IoT is on the miniaturisation of devices and power efficient
electronics so that more things can be added to IoT with minimal cost, in addition to allow for
monitoring and controlling distant objects. As the implementation of IoT matures, its uses will expand
and more application domain will likely take advantage of it.
Underlying the whole structure of IoT is data, in immensely huge amounts. This is the focus of this
paper: IoT from a data management, data centric perspective. We have this focus in recognition of the
importance of knowledge (or insight) derived from the growing amount of data that are collecting. Our
intention here is not to survey all the techniques on big data analytics (especially those developed by
the machine learning and data mining communities for data visualization, predictive analysis and
classification) for any particular application domains. Our survey is based on the management of the
data generated by sensors, which is of tremendous scale, highly distributed, time and locationdependent, dynamically changing (high degree of velocity), and often associated with formal semantics.
We will review existing techniques and methods for domain or application independent data processing
and management. Although data security, privacy, and trust are important aspects of data management,
they are not the focus of this paper, and thus not covered here.
The rest of the paper is structured as follows. In the next section, Section 2, we discuss some new
developments related to mobile devices as important enabling and communicating tools in the future of
IoT. Section 3 is the main bulk of this paper and in it we describe further the need to focus on data
management for IoT, what we need to be aware of in order to better utilize the data, and the latest
trends in data management. Finally, before concluding, we discuss the future of IoT from a data centric
perspective.

2. Current developments on mobile device communication
One of the most important aspects of IoT deals with the network requirements. In this section we
provide a brief survey of network requirements and also the advances of mobile devices.
As stated earlier, in the past, the emphasis of IoT had been on object identification and addressing
using the Radio-Frequency Identification (RFID) tags, which would allow wireless communication
among the tagged objects. We are now experiencing the explosion of cheap mobile devices.
Networking mobile devices of different types will be, or already is, an i
mportant feature of IoT. Mobile devices like RFID and sensors are specially designed to have low
battery consumption and small package size. This means limited communication and computation
capabilities.
Instead of using the standard OSI 7-layer protocols, IoT platforms typically make use of tailored
protocols in communication. NanoStack [9], a protocol stack designed for wireless sensor networks,
has included only IEEE 802.15.4, IPv 6LoWPAN, and UDP in the stack, based on the consideration
that (i) these protocols are well-known energy-efficient protocols, and (ii) many other protocols are not
necessary in IoT communication. The compromise is that the developers would not have many choices
in designing the platform for different purposes. In addition to the underlying communication protocols,
the application protocols can also be customized. A tailored XML parser for web service is proposed
for wireless sensor network application [10]. Since sensor nodes only respond to messages specified in
their own WSDL, many web service components that are designed for WWW are no longer needed.
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A commonly used computation platform is TinyOS, a flexible application-specific operating system
developed for sensor networks [11]. With a pair of AA batteries, a sensor node that operates on the
TinyOS can work for at least 15 hours in active mode and up to 5 years in idle mode [12]. The rise of
the TinyOS has stimulated many other platforms such as the hardware platform Mica [13], Telos [14],
the query processing system TinyDB [15], and the Java Eclipse platform TinyDT [16]. These platforms
together have made IoT a technology accessible by ordinary developers. However, this leads us to the
question of data transfer and fusion across devices and systems.
Data fusion plays an important role in IoT platforms design. Take smart transportation as an
example. Individual GPS data is nothing but a pair of geographical coordinates. For the purpose of
navigation, GPS coordinates must be coupled with a digital map. Combined with other sensors’ data,
GPS data can be used to evaluate a vehicle’s condition and make recommendations like “it is time to
change brake pads”. GPS data can also help traffic analysis. Real-time traffic information of a given
road estimated based on the vehicles traveling in that road could help drivers make better decisions. All
these applications rely on data fusion of multiple sensors.
A widely used data fusion method for multiple different sensors is the Kalman filter [17]. The
Kalman filter can relate the location information obtained from GPS to the traveling distance obtained
from an odometer and the direction information obtained from a compass. When GPSs cannot work
properly, such as inside a tunnel where GPS signals are completely blocked, the above-mentioned
location-related information can help the vehicle location and navigation(help locate and navigate the
vehicle). Other commonly used data fusion methods include particle filtering [18] and neural network
[19].
Traffic data analysis is a problem involving many objectives, some of which are conflicting. One
needs to possess a complete knowledge of every vehicle’s location and travelling information in order
to give an accurate analysis of the traffic condition. For this purpose, many data mining methods have
been developed [20]. On the other hand, individuals’ location information should be kept private. Some
privacy preserving methods have been proposed to protect the location information from being
discovered [21].
A serious problem that has arisen from the pervasive use of IoT is information security. Let’s
consider again the location services. In early systems, location service providers such as GPS were
considered reliable. In an IoT platform, a user can be located in many different ways: sensor nodes in a
sensor network can locate each other in a cooperative approach; an indoor cell phone user can be
located based on the WiFi signal strength. Location in these platforms is no longer reliable. A sensor
node can be malicious [22] and the WiFi signal can be spoofed [23]. How to protect IoT platforms
against malicious attacks is still a challenging problem since IoT, unlike other traditional computing
platforms that are well-designed beforehand, may not have a reliable infrastructure. Although security
is an important aspect of IoT, this will not be the purpose of this paper. The main focus of this paper is
on data issues with an IoT, and we will elaborate further on them next.

3. Data management in Internet of Things
Having established the fundamental infrastructures, the research, industry and business communities
realize that the data indeed is the most valuable “Thing” in the Internet of Things. The strategic shift of
focus is a result of the recognition of the importance of deriving useful knowledge and creating real
values from the tremendous amount of data available at our disposal. With the knowledge, businesses
can, for example, identify profitable opportunities from potential market segments and design effective
marketing campaigns; flood monitoring systems can initiate instantaneous warnings in dangerous
situations and suggest the best evacuation plans.
It should be noted that data in many IoT applications undoubtedly could be seen as a type of big
data, which is often characterized by its volume, velocity and variety [24]. For example, Boeing jet
generates 10 terabytes of data per engine every 30 minutes of flight, and a cross-country flight from
New York to Los Angeles on a twin-engine Boeing 737 will generate a massive 240 terabytes of data
[25]. However, the intention here is not to survey all the techniques on big data analytics (especially
those developed by the machine learning and data mining communities for data visualization,
predictive analysis and classification) for any particular application domains. Specifically, we focus
our discussion on the management of data generated by sensors, which is of tremendous scale, highly
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distributed, time and location-dependent, dynamically changing (high degree of velocity), and often
associated with formal semantics.
Our objective is to provide a review of the prevailing techniques and methods for domain or
application independent data processing and management. These techniques and methods, as part of
the middleware family for many IoT applications, are developed to alleviate the problems introduced
by the extremely large scale and high velocity of IoT data. They provide distributed functionalities on
data fusion, integration, processing and abstraction, and produce valuable and meaningful information
granules which could significantly facilitate the analytics tasks (such as statistical analysis or
knowledge extraction) in high-level business services and applications.

3.1. Data representation
Data on the IoT, such as sensor data, is not meaningful unless it is associated with certain contextual
metadata in the spatial, temporal and thematic dimensions [26]. For example, reading from a
temperature sensor only makes sense if we know where and when the value is sampled and for what
object the temperature is measured. In its simplest form, IoT data is annotated with time-stamp and
stored as time-series data [27] (other metadata might need to be stored in separate locations).
Given the extraordinarily large amount of things, the size of the metadata on the IoT becomes
significant and needs to be considered carefully. The Open Geospatial Consortium has a suite of
standards that aim to discover and access sensor networks and archived sensor data using standard
protocols and representation methods, such as sensorML [28] (based on XML formats). Similarly,
52North's [29] sensor observation service is implemented to query sensor observation data stored in a
database or sensor descriptions stored in XML files. However the representation based on XML does
not enable semantic reasoning over the sensor data as well as the metadata.
The work by [30, 31] proposes to use semantic technologies (e.g., ontologies) to model things and
the data generated on the IoT. Things and data are usually descried according to their spatial, temporal
and thematic characteristics using formal languages such as RDF (Resource Description Framework
[32]) or OWL (Web Ontology Language [33]) designed for the semantic Web. The semantic
descriptions not only provide support for interoperability and enable semantic discovery, but also
facilitate creation of machine-interpretable or human-understandable knowledge using data abstraction
techniques [34]. Semantic modelling of IoT data is particularly powerful, e.g., to enable more
meaningful semantic discovery and search [35], when linked data is created based on the semantic
descriptions. In fact many of the data processing models and techniques on different layers of the IoT
have their foundation built on semantic technologies. It should be noted, however, that there is a tradeoff between the expressiveness of the data semantics and the complexity of reasoning. For this reason,
researchers propose to use lightweight semantics for the IoT applications [31, 36]. A notable work by
[37] for efficient management of semantic data utilizes a vertical partitioning approach with columnoriented database system in order to provide better performance.

3.2. Data storage
Storage of the IoT data usually depends on the nature and requirements of the applications. In
general, three kinds of storage can be identified: persistent, ephemeral and semi-persistent. It is not
unusual for many applications to use a combination of these different storage methods. Persistent
storage is suitable for historical IoT data which can be retrieved later for analytics and visualization
purposes. Stream and event based applications mostly provide transient or semi-persistent storage for
IoT data. Once the incoming data streams are processed, they are then discarded and the newly derived
streams or events (which represent the higher-level abstraction of the raw data) can be stored in the
persistent storage [38, 39]. Some of the existing platforms for stream or event processing are specially
designed to handle big data, such as [40, 41]. Semantic repositories provide persistent storage for
semantic data, especially linked data for the things; however, they are not suitable for the large-scale,
dynamic streaming data. Another way of providing ephemeral data storage is through the services,
which expose standard interfaces for clients so that they can access and retrieve data, for example,
using traditional Web services or RESTful service.
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3.3 Stream processing and reasoning
Stream processing is a technique for information flow processing in which streams of data coming
from different sources are processed by a set of rules in a timely manner to produce new data streams
[42]. It is a powerful computing paradigm which is able to accommodate the velocity problem of big
data analytics and to analyze data in real-time with micro-latency [24]. While traditional database
management systems are designed to manage persistent data (i.e., gathering, manipulating, storing and
processing large amounts of data), systems for stream data are designed to manage transient data and to
process standing or continuous queries [38]. The output from the stream processing systems is
continuously updated as new data becomes available. Result of the queries can be exact or approximate
depending on whether the system has sufficient storage capabilities to store historical data or not. Some
of the examples in IoT applications include stream data access, subscription and query in
environmental decision support systems, e.g., flood emergency response [43]; and RFID stream data
analysis in inventory management systems to track valid paths of shipments and to capture events [44].
There have been considerable research interests towards integrating the capabilities offered by the
current data stream management systems with background knowledge to perform stream reasoning
[45]. Much of the efforts in this line come from the semantic Web community, which anticipates that
combining stream reasoning with existing streams processing methods enables more complex user
queries to be answered. For example, how many times the reading of the temperature sensor installed
in a particular geographical location exceeded the threshold in the past hour? More importantly, this
enables us to discover previously unknown patterns or insight (e.g., traffic and road conditions in
highways) that might be of interests to the user, rather than merely providing integrated sensor readings
for the continuous queries. Some of the tools for semantic reasoning over the streaming data have been
made available. The streaming SPARQL language [46] extends the logical SPARQL algebra based on
the foundation of a temporal relational algebra and enables query and simple reasoning over RDF
streams. C-SPARQL [47] is another extension to the original SPARQL languages and supports
continuous queries using windows. The authors show how the language can be used to perform
reasoning to facilitate decision making

3.4. Complex event processing
The ability to process large amounts of stream data is essential for IoT applications which need
continuously updated data, e.g., meteorological monitoring and prediction. However, the extraction of
events or complex patterns from the data in motion are usually not included in stream data
management systems. This naturally leads to another paradigm in information flow processing, called
complex event processing [39], which aims to address the limitation of most data stream processing
systems, i.e., the ability to detect complex patterns of incoming items which involve sequencing and
ordering relationships [42]. The complex event processing model detects complex events according to
the defined event patterns and notifies the interested subscriber applications. A simple but classic
example of the complex event processing in IoT is fire detection based on the readings of temperature
and smoke sensors.
The need for complex event processing is due to the fact that a lot of information items pass silently
back and forth through our information systems as unrelated pieces of communication; if aggregated
together and correlated, they become a source of great power and will yield a wealth of information
[39]. Nowadays, complex event processing plays an important role in developing enterprise
applications which need to immediately react to events signifying opportunities or threats that are
critical to businesses. It has been widely used in many enterprise applications as well as the IoT, e.g.,
smart hospitals using RFID events [48] and sensor event detection in smart spaces [48]. However, most
of the event processing techniques are confined within the boundaries of enterprises. The challenge in
applying complex event processing into the IoT is how to define and detect the relationships between
different events generated at a tremendous scale and in different representation formats.
This leads to semantic complex event processing [49], which aims to enable reasoning over event
streams with background knowledge to support event detection in even more complex situations,
leveraging the value and power of the open knowledge created on the semantic Web. In the ETALIS
open source system, background knowledge can be evaluated on the fly either to capture domains of

22

W. Wang et al.: An Examination of the Internet of Things through the Data Management Perspective

interest or to prove relationships between different types of events [50]. An application on route
planning for goods delivery in the city of Milan is developed to show the effectiveness of the semantic
event processing based on an ontology about the city. The system allows users to specify complex
event patterns in the Event Processing SPARQL language that are continuously evaluated over the
incoming events and the background knowledge [51]. The work in [52] uses ontologies to specify and
recognize complex events from heterogeneous sensor networks, which are subsequently translated into
native languages in commercial complex event processing systems for execution. Hasan et al. propose
to enrich the event data from sensors with linked semantic data to support situational awareness for
decision-making in enterprises [53].

3.5. Cloud computing
Cloud computing is a powerful paradigm that provides computing resources as on-demand services
to businesses and individual users. The services, including processing power, storage, data analytics
and software functionalities, as well as the hardware in the cloud data center can be delivered as
utilities with the pay-as-you-go pricing model in a fully virtualized manner [54, 55]. The National
Institute of Standards and Technology defines cloud computing as a model for ‘enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable computing resources that can
be rapidly provisioned and released with minimal management effort or service provider interaction’
[56]. It identifies three service models, i.e., software as a service (SaaS), platform as a service (PaaS)
and infrastructure as a service (IaaS), and different types of clouds, e.g., public, private, community
and hybrid. Some of the prominent examples include the [57-59].
No matter what the tasks are, large scale data storage, application deployment and hosting, or data
processing and analytics using providers’ applications, clouds can provide the needed functionalities
with great flexibility. Companies no longer need to make huge investments in purchasing and
maintaining the software licenses and hardware infrastructure. The salient benefits of cloud computing
such as rapid elasticity, economies of scale, and cost (capital and spending) reduction, are also
attractive to IoT applications. As discussed earlier, data management on the IoT includes a variety of
tasks, such as data collection, integration, storage, processing, abstraction and analytics, all of which
can potentially be accomplished in a service-oriented way (e.g., SaaS and IaaS) with the clouds.
A cloud centric framework for IoT is envisaged in [60] to realize the full potential of cloud
computing and ubiquitous sensing. For example, sensing service providers can offer sensor data
through storage clouds, data mining and analytics application developers can provide software which
derive useful information or knowledge from the large amount of raw data and can deliver the software
as services through the clouds. A case study using the Aneka [61] cloud computing platform, which
offers a runtime environment and a set of APIs allowing developers to build customized IoT
applications, is performed to show how interactions between private and public clouds such as the
Azure [61]. There has already been some work implementing IoT applications based on private clouds.
The work presented by [62] applies cloud computing to efficiently store and process data collected
from wireless sensors for the purpose of real-time monitoring of the saturated line, impounded water
level and the dam deformation. Kovatsch et al. [63] propose the idea of a thin server, which is to
decouple application logic and to implement it in the clouds. They argue that the idea can facilitate the
design of an IoT infrastructure agnostic to applications and enable developers with different
backgrounds to provide applications for the heterogeneous device types on the IoT.
In the past few years, community supported public clouds have been made available for users and
businesses to connect their own objects and create their own IoT applications. Xively (formerly known
as Pachube and later Cosm) [64], offers tools and services through it PaaS to allow devices, data,
places, users and application to be created and interconnected through the ‘Connected Object Cloud’.
SensorCloud [65] is another example of public cloud providing management platform for the IoT
applications. It supports rapid visualisation and user programmable analysis for data collected from
large, distributed sensor networks. ThingSpeak [66] is an open application cloud platform designed to
enable meaningful connections between things and people. It supports a variety of IoT applications
such as sensor and energy monitoring, device and system connection, geo-location tracking, social
network interfacing and RFID transactions.
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3.6. Fog computing and intelligence at the edge
A relatively new computing paradigm, fog computing, has been recently proposed by [67], which
aims to extend the cloud computing paradigm to the edge of the IoT, e.g., wireless networks, gateways
or routers. Fog computing provides localisation and enables low latency and context awareness; while
the cloud computing provides global centralisation. The two computing paradigms complement each
other to provide the desired functionalities and requirements for many IoT applications. For example,
at the lowest level, fogs perform simple processing of the data collected from wireless sensor networks
and issue commands to actuators. They usually provide ephemeral or semi-permanent data storage. At
the same time, they will send abstracted data to the high level, e.g., clouds, for visualisation, reporting
and analytics purposes, which provide the global coverage and are used as permanent data repository
for processing and analytics purposes.
The idea of fog computing in fact coincides with the concept of intelligence at the edge [68, 69],
initially proposed in the Internet and network research. Distributing the intelligence at the edge or edge
cloud provides great flexibility to serve nomadic users appearing at the edge rather than asking the
users to adapt to the network. [70] stated that edge computing ‘pushes the frontier of computing away
from the centralised nodes to the logical extremes of a network’, which enables analytics and
intelligence creation near the data source. Both ideas are seemingly familiar to the IoT researchers and
practitioners, who have see many smart applications (e.g., smart object, smart office and etc). As
indicated by [71], the future Internet could include ‘public/private infrastructures and dynamically
extended and improved by edge points created by the “things” connecting to one another’. In this sense,
we can expect that fog computing or edge computing will become even more popular and important in
IoT development.

4. Implications to business opportunities
IoT is a novel paradigm that would have a wide range of business opportunities in the future such as
in the areas of transportation and logistics, health care, smart environments (in homes, offices, and
public places), and personal/social relations management [72, 73]. Since IoT was first proposed, small
numbers of enterprises take the view that IoT can improve and enhance the extent of their business
activities. Recent studies [1, 72, 73] indicate that enterprises have started to respond positively to the
changes brought about by IoT as it provides a favorable environment for businesses to lower their
operating costs, to have better opportunities to promote their products/services, and to enrich their
overall marketing strategies. The ability of IoT to increase market efficiency aggregated over the entire
economy makes the provision of business services an important platform with potentially large rewards.
From the business perspective, the benefits of IoT as reported by many academics and practitioners
include:
•
•
•
•
•
•
•
•

Reducing search costs by facilitating comparison of price, products, and services [74],
Improving production and supply capability [75],
Improving personalisation and customisation of product offerings [76],
Enhancing customer relationships [76],
Reducing marketing costs compared to traditional marketing media [77],
Reducing the number of staff [78],
Facilitating global presence [72, 73], and
Interacting more effectively in terms of services business communication [75].

Due to the above benefits, the integration of customer relationship management (CRM) and IoT
have been studied by business practitioners, academics and researchers (e.g., [74-76]). IoT will be
likely the main CRM resource for enterprises for customer relationships development [72, 73].
Generally, enterprises are the main element to investigate the extent of usage in terms of the attitude
and perception to IoT. CRM has encouraged the growth of markets and IoT-based solutions could be
touted as one of the primary drivers of the business models. In order to achieve this wider perspective,
there is a need to review the benefits of the integration with IoT for businesses, and the improved
businesses’ ability and results. It is also crucial to explore best practices for enterprises to capitalize on
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the opportunities provided by IoT by the integration of current CRM systems with their existing
marketing channels and practices to increase consumer satisfaction, loyalty and profitability.
Furthermore, the integration of supply chain management (SCM) with IoT has already been
explicitly recognized and deliberately included in business studies [79, 80]. Enterprises have realized
that IoT is emerging as a platform that is highly integrated with SCM technology, and can thus enhance
the performance of their existing operational practices. The adoption level of IoT will be high, only if
the understanding of the benefits for businesses to achieve realistic expectations of SCM technology to
fit their supply chain networks. Among the benefits of developing supply chain efficiencies using IoT
are (1) improved demand forecasts, (2) efficient logistics information management, and (3) reduced
cycle times [79, 80]. Traditionally, supply chain networks do not achieve this without high overhead
cost. Even in the case where each party shows evident willingness to cooperate, businesses are still
subject to the problem of the case that one link fails and this can lead to the entire chain being defunct.
In order to make SCM more resistant to unexpected failures, it is useful to use IoT as a substitute
platform for each participating business.
To fully exploit the potential of business opportunities derived from IoT, future studies will need to
address the issues of integration, interoperability, and verification. The infrastructures required to
support IoT can also be applicable to enterprises; because of the needed interoperability amongst
communicating devices of great diversity and properties, IoT can be a platform which can allow for
open business and trading environments. An important aspect of future research is to provide a suitable
specification framework as a guideline for businesses. Although the breadth of activities pursued in the
field is limited at present, the continued growth of IoT-related business opportunities will enable
enterprises to engage in currently under-utilized applications. Enterprises need to perceive that the
benefits of IoT outweigh the costs of doing business within an IoT-like structure. As stated by
Uckelmann and Harrison [79], IoT provides various incentives to help enterprises in lowering the costs
when they want to extend their geographic reach, in enhancing customer relationships, and in
improving sales and gains. In order to reap the benefits, businesses must fully embrace it by take
advantage of the potentials of the IoT.

5. Discussion
Data management for IoT application is an extremely complex task, which needs cooperative efforts
from many fields, such as wireless sensor networks, database, cloud computing, distributed computing,
data mining, machine learning and big data analytics. Our bird view of the relevant research and
development in this field shows that no single data processing technique is versatile for all IoT
applications; different methods and techniques co-exist and complement each other to realize the
requirements of different applications, e.g., the size of the business and number of customers served. In
a smart office or smart home scenario operated locally, a centralized data storage and processing
system would be sufficient; however, if the system is to be monitored and controlled remotely, then
transferring the storage and processing to a cloud would be plausible.
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Figure 2. The data management middleware for the IoT applications
The nature of the IoT data is very different from the ones associated with many conventional data
types, e.g., large quantity and scale, heterogeneous formats and types, high degree of distribution, time
and location dependency, varying quality, considerable velocity, etc. As we can see, some of these
characteristics match the ones that define the big data. The objective of data management on the IoT is
also in line with objective of big data analytics, which is to derive true value for businesses from the
raw data with high volume, velocity and variety. In IoT, this can be interpreted as creating useful
information granules at different abstraction levels, such as a processed data stream, a complex event, a
piece of knowledge deduced from semantic reasoning, which can facilitate decision making using
various statistical or predictive analysis tools. We envision a highly distributed, hybrid while flexible
architecture for IoT data management as shown in the following diagram.
The infrastructure of the IoT data management is constructed with the existing technologies around
the four perspectives for IoT, i.e., Things, Internet, Semantics and Services, which have been well
investigated in previous studies. In IoT data management, security, integrity and quality of the data are
also important issues; interested readers can refer to [36, 72, 81] for more information related to those
areas.
The fifth perspective, data, has been considered as the most significant dimension in IoT research.
Ultimately, deriving values from data and making use of it in creating more intelligent applications are
essential in realizing the vision of the IoT. We believe apparatus developed in distributed computing
and big data analytics (e.g., cloud computing [55], Hadoop [82] and MapReduce [83]) are most
prominent in addressing the challenges in future IoT data management. As Figure 2 shows, raw data
collected directly from physical devices can be cleaned and integrated at the edge nodes (or the fogs);
the summarized data is then sent to the clouds for further processing. It should be noted that, however,
not all the data will be integrated at the edges, especially when data is scarce. This step not only helps
reducing the size of the data and the network traffic, but also provides certain level of quality assurance.
The data sent to the clouds can be processed using different methods and techniques, such as stream
and event processing, statistical analysis, data mining, machine learning, pattern recognition and etc,
often offered as PaaS or SaaS. Software developed using the MapReduce framework [83] is
particularly efficient for distributed processing of the IoT data, as the nature of the computations
involve linearly computable statistical functions over the elements of the data stream [81]. Finally, the
processed data, in the form of valuable information or knowledge at different granules, is either stored
in databases or offered through standard services interfaces for different business applications and
opportunities.
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There can be a myriad of business applications within IoT, and businesses can rip many benefits
directly or indirectly from it. There were 2.5 billion devices (e.g. smart phones, desktop personal
computers, laptops, tablets, etc.) connected to the internet in 2009 with unique IP addresses; this
number will reach 30 billion in the next decade with most of these requiring or providing products or
services [84]. Gartner [8] predicts that by 2020 the total business value for IoT will be US$1.9 trillion,
benefiting a wide range of industries. Similarly, it estimates that by 2020 the revenue contribution from
IoT products/services such as hardware (e.g. wireless sensor, RFID devices), software, and information
communications services that are associated with making uniquely identifiable “objects’ or “things”
will reach US$309 billion [8]. Many practitioners have seen the transformation from niche
implementations to a more coherent, widespread and integrated IoT that can provide global
accessibility, a convenient way to update in real-time information services, and unique ways to
customize and personalize capabilities. Therefore, it is crucial for IoT to work with the rest of the
businesses to understand the impacts and potential opportunities arising from this evolution. From our
perspective, the most crucial aspect of making the best from IoT is for business to be able to store and
manage the rich amount and variety of data that we can obtain from a well-established IoT. Proper
storage and management of data will then allow for higher order use of the data, that is, for data mining
and analysis to find useful patterns, trends, and relationships that may prove of significant value to
business.

6. Summary and Conclusions
In this paper, our focus is on exploring Internet of Things (IoT) from the data management
perspective. IoT is one of the most exciting developments with a wide of implications in
transforming how we do business and businesses interact with each other. It is comparable to
how the Internet becomes the enabling technology that has led to a revolution in the way we
share and produce information, and with it significantly changing the entire business and
research landscape. IoT is predicted to bring about a similar revolution.
The idea of IoT is gaining momentum but its implementation and realization is still lagging
behind. As with revolution is other domains, there is need to have a catalyst. The catalyst in the
context of the Internet is cheap computers that masses of people can purchase and use. The
equivalent catalyst for IoT could be mobile devices whose number is growing exponentially and
whose price is dropping rapidly. By mobile device is not simply meant smartphones and tablets,
but other devices of low cost, with low power processors and other communication components
that it practical to produce in large quantities and embed these low cost devices into objects and
infrastructures in ways that were not possible in the past. A network of integrated devices
communicating with other at all times will bring about efficiency and productivity in
unprecedented ways. One of the greatest challenges that it also brings is data management (e.g.,
storage and retrieval) and the subsequent desire to analyse the vast amounts of information
generated to find patterns, trends, and anything that is useful to help us understand how people
and business function and based on this analysis to improve things further.
It is therefore for this reason that we need to examine IoT from the data management
perspective. From a survey of a large number of papers, we have attempted to provide a big
picture of the current developments in IoT. We first provide a summary of current developments
in mobile device communication to set the foundations on which we can discuss in more details
data management requirements for IoT. In the subsequent sections we discuss the data
management issues related to IoT, including data representation, storage, processing, and
distribution. In particular, we want to bring to the foreground the latest development in data
processing, as it is becoming evident that it is challenging to process the immense amounts of
data we have and will have. We mention the stream and complex event processing and
reasoning, and some of the new techniques that have been developed. We conclude the section
with a short description of cloud computing and fog computing, two new paradigms for
distributed data storage and processing, and how they can be integrated into the IoT
infrastructure. In the next section we pay attention to the potential of IoT in creating business
opportunities, and in particular how current business practices can be enhanced.
The main objective of this paper is to provide our readers with a broad and extensive survey
of the current technological developments in data management in the context of IoT, which
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would be able to encourage further research into this exciting initiative. The creation of a
feasible IoT is only possible if researchers and practitioners from diverse areas, such as
networking, ubiquitous/pervasive computing, distributed/parallel computing, semantic Web,
service oriented computing, data mining and management, telecommunication, and the social
sciences, can come together and bring their expertise together. Similar, there is need for
governments to join in this enterprise, something akin to what has happened when countries
started investing heavily into infrastructures that have allowed people to have access to the
Internet and get connected to virtually all places on earth. The Internet has made the world a lot
smaller; the IoT can make the world a lot smarter.
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