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Abstract
The Intrusion Detection System (IDS) is an effective method to deal with the types of problem in
networks. In particular, IDS is an effective way to obtain high security in detecting intrusion activities.
An anomaly detection is one of intrusion detection with a high false alarm, a moderate accuracy and a
detection rates when it is unable to detect all types of attacks correctly. To address this problem, we
propose new approach through deep learning field. By applying Gated Recurrent Unit (GRU)
Recurrent Neural Network (RNN), we build an effective intrusion detection classifier with higher
performance on the dataset is extracted from KDD Cup 1999 dataset. From our experiments, we
obtain 97.06%, 98.65%, and 10.01% for detection rate, accuracy, and false alarm rate respectively.
Our result shows that the proposed approach model outperforms other model using FNNN, GNNN,
RBNN, KNN, SVM, etc. for accuracy, detection rate with a significant false alarm rate.
Keywords: Intrusion Detection System, IDS, Recurrent Neural Network, Gated Recurrent Unit,
Recurrent Neural Network

1. Introduction
Intrusion Detection System (IDS) is a famous system to protect a network system from malicious
software attacks. IDS is a software or hardware based systems that detect intrusions on network or host.
The main purpose of IDS are the detection, reporting, log generation and correlation of system and
network security events.
Intrusion detection attacks can be classified into two groups based on the method of detection,
misuse or signature based system and anomaly based system. In misuse or signature based system, the
system analyzes data from audit logs to create a rule or signature for the attack. Therefore, it can detect
only known attacks with the fewer false alarms. And anomaly based system, it relies on learning about
past behavior of users. Analysis of the audit logs determines what behavior is normal for users every
time. Any deviations generate alerts. There are some approaches to build IDS classifiers such as neural
networks which are applied to IDS field by many researchers recently. Although neural networks are
good for detecting attack on IDS, we hereby extend this research deep learning approach as followings.
Deep learning is extended from neural network. Deep learning can model complex system behaviors
due to training a high level data abstraction. By this work, we apply one of the method in deep learning.
This approach is named as Gated Recurrent Unit Recurrent Neural Network (GRU RNN). In this paper,
the KDD 99 dataset is used to training and testing data and we show how to improve detecting
intrusion performance on IDS.
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The remaining of this paper is given as followings: In Section 2, the related work used for intrusion
detection is discussed. In Section 3, we summary of the background regarding GRU RNN. Section 4,
briefly description of the extracting dataset from KDD Cup 1999 dataset for training. In Section 5, our
experimental results are presented in details. Finally, we conclude our works in Section 6.

2. Related work
In recent years, Intrusion Detection System (IDS) has important role in IT industry. Many
researchers have been reported based on techniques such as classification, statistical, soft computing
and hybrid techniques together. Almost the techniques to build IDS based on the attack existing pattern
to recognize [1]. They help to reduce the cost of detection. There are many approaches for detecting
intrusion classifiers including Artificial Neural Network (ANNs) [11] is proposed by Zhang, decision
tree system [10], Support Vector Machine (SVM) [12], genetic algorithm [13] and so on. By using Kmean clustering with Naive Bayes classifier on KDD Cup 99 dataset, randomly selected patterns are
used for training and testing by Muda et al. [14].
Moreover neural network is one of the method used widely in the recently. There are many kinds of
neural network which are applied in IDS, such as SOM [2], feedforward neural network [3],
combination between neural network and SVM [4], Xue et al. [5] with Jordan recurrent neural network.
The paper [17] has proposed five types of classifiers that are applied on IDS. They are FFNN (Feed
Forward Neural Network), ENN (Elman Neural Network), GRNN (Generalized Regression Neural
Network), PNN (Probabilistic Neural Network), and RBNN (Radial Basis Neural Network). The
conclusion of this paper is that the better accuracy than rest of other neural networks.

3. Background
Feedforward Neural Network (FNN) is the first ANN. FNN includes input layer, hidden layer, output
layer and the connections between layers, are called weight. FNN accepts a fixed-sized vector as input.
Besides it produces a fixed-sized vector as output. However, FNN is really hard to model with time
series data. Cause the input and output data should be measured made over a time interval and time
interval is continuous. When FNN is a directed cycle, we call it as Recurrent Neural Network (RNN).
Unfolding a recurrent computation of cyclic FNN is the basic idea of RNN. Therefore, we can confirm
that RNN can be a deep neural network. RNN is used in applications such as handwriting analysis,
video analysis, translation, and other interpretation of various human tasks. RNN still uses feedforward
and backpropagation [6]. Like FNN, RNN allows a recurrent hidden state whose activation at each
time is dependent on that of the previous time (cycle). In other words, it allows node to form cycles,
create the potentially for storage of information within the network. The architecture of simple RNN is
shown in Figure 1. Input layer, hidden layer, and output layer are denoted by 𝑥𝑡 ,ℎ𝑡 , and 𝑦𝑡 respectively.
And W, U, and V are corresponding to weight matrices of input, hidden, and output layer.

Figure 1. Simple Recurrent Neural Network
We need to compute the values of hidden layer ℎ𝑡 and output layer 𝑦𝑡 in formulas as followings:
ℎ𝑡 = 𝜎(𝑊 ∗ 𝑥𝑡 + 𝑈 ∗ ℎ𝑡−1 )

(1)

𝑦𝑡 = 𝑓(𝑉 ∗ ℎ𝑡 )

(2)
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However, RNN model is difficult to train [7]. Cho et al. in 2014 [8] proposed the method, named as
GRU to overcome this problem. When we use GRU for training, we can address vanishing gradient
problem. In hidden layer, we replace hidden node by GRU node. Each GRU node consists of two gates
that are described in Figure 2, update gate 𝑧𝑡 and reset gate 𝑟𝑡 . Update gate decides how much unit
updates its activation or content. And reset gate allows to forget previously computed states.

Figure 2. Gated Recurrent Unit
In the GRU-RNN we use model parameters including 𝑥𝑡 which is the input at time and weight matrices
are denoted by 𝑊𝑧 , 𝑊𝑟 , 𝑊𝐻 . We need to calculate at these gates in following equations:
𝑧𝑡 = 𝜎(𝑊𝑧 ∗ 𝑥𝑡 + 𝑊𝑧 ∗ ℎ𝑡−1 )

(3)

𝑧𝑡 = 𝜎(𝑊𝑟 ∗ 𝑥𝑡 + 𝑊𝑟 ∗ ℎ𝑡−1 )

(4)

𝐻𝑡 = 𝑡𝑎𝑛ℎ(𝑊ℎ ∗ 𝑥𝑡 + 𝑊ℎ ∗ (𝑟𝑡 ∗ ℎ𝑡−1 ))

(5)

ℎ𝑡 = (1 − 𝑧𝑡 ) ∗ ℎ𝑡−1 + 𝑧𝑡 ∗ 𝐻𝑡 (6)

4. Dataset
KDD cup 99 dataset is one of the famous dataset which is used in IDS by many researchers. It is
prepared by Stolfo et al. and built based on the data captured in DARPA'98 IDS evaluation program.
DARPA Intrusion detection evaluation program was prepared the KDD Cup 1999 Intrusion detection
contest data [15] by MIT Licoln Laboratory.
Although the dataset was born long time ago, there are many researchers implement on this dataset
for their IDS. This dataset includes approximately five million instances as training data and two
million instances for testing data. Each of instances in this dataset consists of 41 features that shows a
connection and is labeled as either normal or an attack. In training and testing data, there are 38
different types of attacks. These types attack belong to four categories which are named DoS (Denial of
Service Attack), R2L (Remote to Local Attack), U2R (User to Root Attack), and Probe [17]. Each
attack consists of many small attacks. The training dataset have 22 types of attacks is shown in Table 1.
And Table 2 shows 37 types of attacks for testing dataset.
Table 1. List of attacks for traing dataset
Name of category
Name of attacks
DoS
back, land, neptune, pod, smurf, teardrop
Proble
ipsweep, nmap, portsweep, satan
R2L
ftpwrite, guespasswd, imap, multihop, phf,
spy, warezclient, Warezmaster
U2R
bufferiverflow, loadmodule, perl, rootkit
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Table 2. List of attacks for testing dataset
Name of category
Name of attacks
DoS
Apache2, back, land, mailbomb, Neptune, pod,
processtable, smurf, teardrop, teardrop
Proble
ipsweep, mscan, nmap, portsweep, saint, satan
R2L
ftpwrite, guespasswd, httptunnel, imap,
multihop,
named,
phf,
sendmail,
snmpgetattack, warezmaster, xlock, xsnoop
U2R
bufferiverflow, loadmodule, perl, ps, rootkit,
snmpguess, sqlattack, worm, xterm
DoS is a denying legitimate requests to a system. U2R is an unauthorized access to local super user
(root) privileges. R2L is an unauthorized access from a remote machine. Probing (Probe) is a
surveillance and other probing. DoS and Probe attacks can easy separate from normal activities cause
they come with greater frequency. In contrast, U2R and R2L attacks are difficult to obtain detection
rate since they are embedded in the data portions of the packet.
In order to perform our model, we generate a new training and testing dataset from the original
dataset. We extract 3, 00 instances from each attack category except U2R attack with 20 signals.
Besides, we use 1,000 normal instances as well. For training this model we generated a dataset by
extracting instances from KDD Cup 1999 dataset. For testing this model we made 10 tests dataset to
measure performance. Till now, we have mentioned how to generate the training and testing data in our
previous work [9].

5. Experiment
In this section, we perform two experiments. The first experiment is about searching hyperparameter values to get the best performances of IDS. The second one is about evaluating the
classification performance with the hyper-parameter values are chosen in the first experiment. Our
experiments are implemented as the environment in below:
 CPU: Intel ® CoreTM i7-4790 CPU @3.60GHz
 GPU: NIVIA GeForce GTX 750
 RAM: 8GB
 OS: Windows 7

5.1. Evaluation Metric
Generally we use confusion matrix to measurement classification performance. Detection Rate (DR)
and False Alarm Rate (FAR) are particularly used to evaluate the performance of IDS. The ratio of
intrusion instances detected belongs to DR. FAR shows the ratio of misclassified normal attack. Figure
3 describes about confusion matrix.

Figure 3. Confusion Matrix
Where,
 TP (True Positive) is the number of being predicted as Normal while they actually were
Normal.
 FP (False Positive) is the number of being predicted as Attack while they actually were
Normal.
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FN (False Negative) is the number of being predicted as Normal while they actually were
Attack.
TN (True Negative) is the number of being predicted as Attack while they actually were
Attack.

We calculate the Precision, Recall, and Accuracy with the following equations in below:

𝑟𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃
= 𝐷𝑅 (7)
𝑇𝑃 + 𝐹𝑁

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =

𝑇𝑃
(8)
𝑇𝑃 + 𝐹𝑃

𝑇𝑃 + 𝑇𝑁
(9)
(𝑇𝑃 + 𝐹𝑃 ) + (𝐹𝑁 + 𝑇𝑁)

Besides the metric of IDS evaluation as known FAR is computed by the formular:
𝐹𝐴𝑅 =

𝐹𝑃
(10)
𝐹𝑃 + 𝑇𝑁

By calculating the efficiency, it is proved that the performance grows better when DR increases and
FAR decreases. And efficiency is comptuted by the equations in below:
𝐷𝑅

𝐸𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦 = 𝐹𝐴𝑅

(11)

5.2. Hyperparameter setup
The classification performance of GRU RNN model depends on hyperparameters. In 2015, Klaus
Greff et al. [16] analyzed the impact of hyperparameters for training model. Even there are many
hyperparameters, however, learning rate and hidden layer size have great effect on the performance of
training model. These hyperparameters are confirmed to be the most effective to get higher
performance of classifying by Greff's experiments. Therefore, we perform two experiments to search
these values for our model in this works. First of all, we find the value of learning rate. Then, we search
the hidden layer size value base on the learning rate is chosen. We setup the values of learning rate and
hidden size to experiment with the discrete values, which are [0.0001; 0.001; 0.01; 0.1] and [10; 20; 30;
40; 50; 60; 70; 80; 90; 100] respectively. We need to choose the optimized values which can lead the
most effective result to get the high classification performance on IDS. For getting the accuracy values,
we have calculated the values of FAR, DR and efficiency on 10 tests. The results in details are shown
in Figure 4(a), Figure 4(b), and Figure 4(c).

(a)

(b)
Figure 4. FAR, DR, and Efficiency of IDS

(c)
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5.2.1. Searching learning rate value
From Figure 4(a), Figure 4(b), and Figure 4(c) we choose the learning rate =0.01 because the two
reasons. First of all, we have achieved the highest average of DR and Efficiency which are 86.43% and
3.4062 respectively. Furthermore, we have got the smallest average of FAR, 0.3209. Table 3 shows the
results of the various learning rate and the bold one is the result what we have chosen for the
optimization performance.
Table 3. The average of FAR, DR, Efficiency
Learning rate FAR
DR
Efficiency
0.1
0.336
0.395
0.794
0.01
0.3209
0.8643
3.4062
0.001
0,4177
0.7589
2.6640
0.0001
0.8283
0.6716
0.8181
Second of all, we choose minimum value for FAR and maximum values for DR and Efficiency per
each learning rate values. In Table 4, we find 20.094% is the smallest value of FAR and the biggest
values of DR and Efficiency are 92.145% and 4.736632 respectively with learning rate = 0.01.
Table 4. The minimum value of FAR and maximum values of DR, Efficiency as follow learning rate
Learning rate FAR
DR
Efficiency
0.1
0.21649
0.89441
4.597799
0.01
0.20924
0.92145
4.736632
0.001
0.21419
0.87779
4.02449
0.0001
0.71785
0.78345
0.95911
5.2.2. Searching hidden layer size value
From Section 5.2.1 we choose the value of learning rate is 0.01, which is the most effective to GRU
model. Hence, we need to find the suitable value of hidden size corresponding to this learning rate. In
Figure 7, we observe that the DR's values rise up when we increase the number of hidden size from 10
to 80. However DR's values decrease from the hidden sizes are larger than 80. Furthermore, the trend
of FAR also decreases when we increase in hidden size from 10 to 80. This trends also increases when
learning rate is larger 80 as well. Through that indicators it is obvious that we can find the best of
hidden layer size is 80, cause the maximum value of DR is approximately 92.145% and minimum
value of FAR is 0.20924121 at this hidden layer size.

Figure 5. The impact of hidden layer size with learning rate is 0.01
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5.3. Experimental results
As being mention in Section 5.2, we set the hyperparameters for our training model with learning
rate = 0.01 and hidden layer size = 80. For testing, we generate 10 tests which are selected from
kddup.data.txt. The classification performance of IDS is shown in Figure 6.

Figure 6. The result of classification performance for IDS
Particularly, we observe the result of our model which is shown in details on Table 5.

Test
Test 1
Test 2
Test 3
Test 4
Test 5
Test 6
Test 7
Test 8
Test 9
Test 10

Precison
0.949402
0.950037
0.952287
0.965629
0.967958
0.963415
0.963766
0.956468
0.946689
0.956416

Table 5. Classification performance of IDS
Recall
Accuracy
FAR
0.984747
0.9876
0.1000329
0.992615
0.9632
0.1000003
0.987946
0.952
0.1000005
0.987268
0.9624
0.1000611
0.983594
0.9614
0.1000277
0.985529
0.9584
0.1000121
0.984887
0.9686
0.1000718
0.981223
0.98
0.1000195
0.984308
0.9838
0.1010018
0.992922
0.9886
0.1001001

Effiency
9.8442312
9.926102
9.8794106
9.8666515
9.8332162
9.8540977
9.8418036
9.810317
9.745453
9.9192948

Moreover we summarize the result of performance which is applied GRU RNN model at some
criteria such as the best, the worst, and the average in Table 6.

Criteria
Best
Worst
Average

Table 6. Some cases of classification performance of IDS
Precison
Recall
Accuracy
FAR
0.967958
0.992922
0.9886
0.1000003
0.946689
0.981223
0.952
0.1010018
0.9572067
0.9865039
0.9706
0.1001328

Effiency
9.9291902
9.714909
9.8520596

Furthermore, we compare with two model which are applied to the IDS regarding the average
percentages of each attack detection. LSTM RNN was the previously presented approach in our
previous work [25] and GRU RNN is our newly updated approach in this work. The result is shown in
details in Figure 7. There are two for the best detecting attacks, DoS and Normal with the percentage
are 98.12% and 96.32% respectively. U2R attack is never detected because only 30 instances of U2R
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are used for training model. Although the results of Probe and R2L attack of our model are better than
LSTM RNN's, however, these results need to be improving in the future.

Figure 7. The comparison the average of each attack category with two models
In addition, we compare our result to the previous other IDS classifiers and the result is shown in
Table 7. Even FAR is higher than some algorithms, the accuracy, DR and precision of our model are
can be regarded as the best.

Algorithm
FNN [18]
GNNN [18]
RBNN [18]
KNN [22]
Fuzzy
with
associate rule [23]
Jordan ANN [24]
SVM [19]
KMean-KNN [20]
RNN
with
Hessian-free [9]
LSTM RNN [21]
GRU RNN

Table 7. Comparison between classifying algorithms on IDS
Precison (%)
DR (%)
Accuracy (%)
92.47
86.89
97.35
87.08
59.12
93.05
69.56
69.83
93.05
91
91
-

FAR (%)
2.65
12.46
6.95
8
3.34

70
98
-

62.9
98.68
95.37

95.7
93.55
-

37.09
47.9
2.1

95.72

98.88
98.65

96.93
97.06

10.04
10.01

6. Conclusion
In this paper, we built a new IDS classifier by applying Gated Recurrent Neural Network Recurrent
Neural Network as effectively. The results of our experiment demonstrates that our approach
outperform classification performance than other previous models. The detection rate was 98.65% and
False Alarm Rate was 10.01%. The classification accuracy of each attack was so high except for Probe
and R2L. However, these results are better than our previous results with LSTM RNN model on the
same training and testing data. By comparing our model with other classifier algorithms on IDS, we
found that GRU RNN model can be the best intrusion detection classifier.
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